This article presents the results o f an evaluation and com parison study of three subjective techniques fo r determ ining human reliab ility under stress fo r w ork perform ed at tw o Taiwanese security companies. Stress levels at security com panies were estimated by using the Unified Tri-service Cognitive Performance Assessment Battery and 40 participants from tw o similar-sized companies. Experim ent results (m em ory searching task and m athem atical processing task) in d i cated that the participants were under high levels o f stress. Three subjective techniques (Success Likelihood Index M ethod, Technique fo r Human Error Rate Prediction, and Human Error Assess m ent and Reduction Technique) fo r estim ating human error probability were evaluated and com pared by using 20 experts fo r six tasks. The com parison criteria are interjudge consistency and accuracy. Of the three human error probability tests studied, the Technique fo r Human Error Rate Prediction and Success Likelihood Index M ethod were more consistent than the Human Error Assessment and Reduction Technique. The same relationship occurred in the com parison of accuracy. Thus, the Human Error Assessment and Reduction Technique m ay need to be m odified in some w ay if it is to be useful. It was already known that this technique required m odifications in error-producing conditions and nom inal human unreliability. Our w ork presents additional evidence to substantiate this. w ork stress human reliability analysis
INTRODUCTION
Increasing attention has been paid to the study of human reliability in the human-machine system since the 1979 Three Mile Island nuclear incident. An investigation by the National Transportation Safety Board indicated that more than 70% of aircraft accidents were cited as attributable to pilot error (Dhillon, 1986) . Humans are usually the least reliable component in the human-machine system because of physiological and psychological characteristics and weaknesses. Emergency situations and stress cause errors to occur more easily. The cost of human error is tremendous; a conservative estimate is about 10% of the United States gross national production ($75-90 billion) annually (Ivancerich, 1986) .
According to a summary by Dhillon (1986) , the four types of occupational stressors are the following: (a) problems of workload, that is, work overload or work underload; (b) occupa tional changes, that is, organizational restructuring, promotion, scientific developments, and relocation; (c) occupational frustration; and (d) other possible sources of occupational stres sors apart from those given, for example, noise, too much or too little lighting, and poor interpersonal relationships. Miller and Swain (1986) also proposed a model to account for the effects of stress and experience on human error probability in doing routine tasks. While the employees work under stress, their error probabilities increase 2 to 10 times.
Correspondence and requests for reprints should be sent to Jacob Jen-Gwo Chen, Department of Industrial Engineering, University of Houston, Houston, TX 77204-4812, USA. E-mail: < jgchen@uh.edu> One problem faced by workers in a stressful environment is burnout. Burnout is a very serious problem in security companies in Taiwan. Employees of security companies work under stress for long periods of time, which causes digestive problems, depression, anxiety, and sleeplessness. Burnout also causes human errors.
Another problem is that human error rates increase during busier times and during some period of time when the task load suddenly changes. As seen in Figure 1 , from April to June 1991, workers were very busy, and for the same period of time, human error rates increased significantly. From October to December 1991, and from May to July 1992, human error rates increased significantly because the task load was suddenly changed.
Ultimately, erroneous transactions result in lost revenue. Taiwanese security companies are financially responsible for transaction errors. They must take the risk of reselling stock because of those errors. Table 1 shows monthly losses due to transaction errors, with the losses account ing for about 8.8% of the income.
Therefore, the objectives of this article are to (a) identify the stressors in the security companies, (b) measure the stress level, (c) confirm that stress affects human error, (d) compare human reliability techniques and derive a model for this case, and (e) make recom mendations for coping with these stress and human error problems.
STRESS ANALYSIS
Stress is an important factor that affects human performance and human reliability. Obviously, there is a higher probability that a worker working in a stressful environment will make errors (Dhillon, 1986) . According to Miller and Swain's (1986) research, stress above a mod- erate level decreases human performance. They proposed Performance Shaping Factors (PSFs) to account for the effects of stress and experience on human error probability in doing routine tasks.
Error Cause Analysis
The fish bone diagram was used to identify the stressors in the job. Forty workers (15 male and 25 female, age range: 25^10) chosen from both companies were asked to participate in determining what caused errors and in developing their reasons in detail. The minimal educa tional level of the participants is bachelor's degree and the average working experience is 3 years. Figure 2 shows that major contributory factors are classified into eight categories: (a) lack of rest, (b) misunderstanding, (c) forgetfulness, (d) writing error, (e) stress, (f) misreading, (g) memory searching error, and (h) typing error.
Relationship Between Transaction Amounts and Human Error Rates
A regression analysis was conducted to investigate the relationship between the human error rate and transaction amount (see Figure 1 ). If the relationship is linear, human error rate is a constant and stress probably does not exist or does not affect the human error rate in security companies. Otherwise, if the relationship is nonlinear, stress probably exists and causes the human error rate to increase significantly. The stress level of this job should then be measured. Table 2 shows that the nonlinear models had higher adjusted r2 values than other models. In other words, stress probably existed and affected the human error rate in these two companies.
Stress Level Measurement
There are four main categories of stress measurement (Matteson & Ivancerich, 1988 ). The first category is self-report measurement. Self-report measurement involves direct questioning of employees about how they feel about intrinsic job factors, the organizational structure and control, reward systems, human resource systems, leadership, and other organizational factors. Self-report measurements of stress typically fall into one of three categories: those measuring stress stimuli, stress responses, and the interaction between the person and the environment. The second category of stress measurement is biochemical measurement, which provides estimates of system functions in the body, typically focusing on activity within the endocrine system (measuring, e.g., adrenalin, salivary cortisol). The third category is psychophysiological measurement, which reviews the organ system functions of the body (measuring, e.g., cardiac cost, sinus arrhythmia, respiration rate, pupillary response). Finally, the fourth stress measure ment category is performance measurement. Performance measurement assesses the effects of stress on a person's ability to perform a job (measuring, e.g., problem-solving skills). In order not to disrupt the participants' work and to avoid getting too subjective a result, performance measurement was chosen to measure work stress.
According to Hockey's classification scheme, the stressors of noise, anxiety, and fatigue are identified in the security companies (as cited in Hart & Staveland, 1988) . All of these stressors lowered the speed, accuracy, and performance of short-term memory. This is the theoretical influence of stress on mathematical processing tasks and short-term memory searching tasks. If the speed and accuracy decrease, stress exists in the workplace. Therefore, the mathematical processing test and the memory searching test from the Unified Tri-service Cognitive Perform ance Assessment Battery (UTC-PAB) were chosen to measure the stress level (Shingledecker, 1990a (Shingledecker, , 1990b . UTC-PAB was developed by the Tri-Service Joint Working Group on Drug Dependent Degradation of Military Performance (JWDG3-MIL-PERF, 1990). The mathematical processing test was developed by Shingledecker (1984) . The purpose of this self-paced mental arithmetic task is to measure the participants' information processing associated with working memory. The purpose of the memory searching task is to test a participant's ability to make a comparison of letters maintained in memory. This task may also reflect processes involved in encoding stimulus items, categorization, response selection, and response execution.
Twenty participants were chosen from both companies. Every participant had similar work experience (the average experience was 3 years) and educational background (the average educational level was a bachelor's degree). Before the test was given, the participants received a training session so that they would be familiar with the testing procedures. The same participants took part in the UTC-PAB experiments once before work (as a baseline condi tion) and once after 4 hours' work (stress condition). Before taking part in the experiments, the participants were asked to read all of the instructions. The instructions ask the participants to do, as quickly and accurately as possible, but the participant must slow down if errors occur.
Most participants' performance (Tables 3 and 4) deteriorated after 4 hours of work. In the mathematical processing task, the two-tailed student t test shows that there is a significant difference in terms of speed, I7(-12.343)I > r78995(2.641), and accuracy, IT(0.904)I > %,98.o (0.846), before and after work. Similar results were obtained for the memory searching task (e.g., speed, I T( -9.228)1 > r78>99 5(2.641, and accuracy, 17(2.988)1 > f7g 99 ?(2.641). These results substan tiate the conclusion obtained from Table 2 that stress probably existed and affected human error rate in these two companies. All the participants' reaction times in the mathematical processing test were in about the 30th percentile of the norm (JWDG3-MIL-PERF, 1990). Figure 3 shows the mean reaction time for the 30th percentile participants under three different stress levels. Comparing the reaction time of the participants in the mathematical processing task in this real stressful situation with the mean reaction time of the 30th percentile people under the three stress levels of the mathematical processing task, it can be concluded that this may be high-stress work. A similar result was observed in the memory searching task.
HUM AN RELIABILITY ANALYSIS
The Human Reliability Assessors Guide provided a review for the human reliability analysis and compared seven human reliability analysis techniques: Paired Comparison (PC), Technical Empirica Stima Errori Operatori (TESEO), Technique for Human Error Rate Prediction (THERP), Human Error Assessment and Reduction Technique (HEART), Influence Dia gram Approach (IDA), Success Likelihood Index Method (SLIM), and Human Cognitive Reliability Method (HCR; Gertman & Blackman, 1994; Sayers, 1986) . This guide also provided practical guidelines for the selection of techniques. According to the preference index derived by Sayers (1986), the best three techniques (THERP, SLIM, and HEART) were chosen to conduct the human reliability analysis.
For the human reliability analysis, we used three techniques, 20 experts (experienced workers with a minimum of 4 years' experience), and six tasks (answer calls from customers, memorize each day's update information, fill out request forms, read request forms, match stock codes with stock names, and key in request forms). These experts received 3 hours of training to become familiar in the three techniques. After analyzing the six tasks, the experts classified the main human errors in each task as (a) misunderstanding (listening), (b) forgetfulness (e.g., forget to cancel trade request), (c) writing error (e.g., write the wrong trade amount), (d) misreading (e.g., read the wrong trade company), (e) memory searching error, and (f) typing error. This result supports the conclusion derived from the fish bone diagram analysis ( Figure 2 ).
Success Likelihood Index Method (SLIM) Analysis
SLIM-developed by Embrey and Kirwan (1983) and their coworkers-is a systematic method for scaling task success likelihood as a function of the conditions called Performance Shaping Factors (PSFs), which influence the successful completion of the task. High correla tion (r2 = 0.98) was found between the Human Errors Probabilities (HEPs) calculated using SLIM and the actual value (Miller & Swain, 1986 ). The procedures are as follows:
Step 1. PSF identification by our 20-member expert panel. The participating experts clas sified the stressors into the following eight categories: (a) stress duration, (b) task Step 3. PSF weighting by our expert panel and standardizing the measurement. For exam ple, the weighting for task load is 0.15.
Step 4. Success Likelihood Index (SLI) calculation via a simple multiattribute rating tech nique. For example, the SLI of workload is 0.6.
Step 5. SLI calibration via two extra tasks with known Human Error Probabilities (HEPs).
The relationship equation of HEP and SLI is log (HEP) = A X SLI + B. Embrey and Kirwan (1983) gave experimental support for the validity of this relationship in the context of SLIM, and also provided a theoretical justification. The determi nation of the constants (A, B) in the equation requires at least two tasks, in which HEPs are known. The two known HEPs in Table 5 (memory searching error and typing error) were derived from the average monthly error rate from two similarsize companies. Therefore, the results will be suitable for these two companies.
The known HEPs (Table 5 ) and the SLI (Table 6 , judged by the first expert) were substituted with values for the two tasks. The value of constants A and B are derived as -0.823 and 2.11, respectively. Therefore, the model from the first expert was log (HEP) = -0.823 X SLI + 2.11.
Substituting the other tasks' SLI values from the first expert's judgment, the other tasks' esti mated HEPs were derived (Table 7) . The constants (A and B) from 20 experts' judgments are in Table 8 . Estimated HEPs were obtained by substituting the SLI with values (judged by experts). Because the B value from the first expert was out of the 99% confidence region, it was eliminated and the new average value of -2.458 was used. Therefore, the SLIM model for this practical problem is log (HEP) = -0.241 X SLI + 2.458.
Technique for Human Error Rate Prediction Analysis
One of the oldest and most widely used human reliability techniques is THERP, developed by Swain and Rook in the early 1960s (Humphreys, 1986) . THERP is used to predict human error probabilities and to evaluate the degradation of a man-machine system. The procedures adopted in our study are as follows:
Step 1. Define the system or subsystem failure with respect to human errors. For example, misunderstanding (written or oral), forgetfulness, writing error, misreading, mem ory searching error, and typing error have been identified by experts as major contributory factors to human errors. Step 2. Conduct task analysis to identify and analyze related human operations. The probability tree method (Figure 4) is used in this step. Step 3. Determine the error rate of each individual human operation or group of opera tions from the available sources (e.g., Air Data Store). Table 9 shows the assigned probabilities to each human error cause.
Step 4. Evaluate the effect of human error on the system under consideration. The esti mated system error rate for this example is 1 -(1 -0.0004) (1 -0.0002) (1 -0.0001) (1 -0.0001) (1 -0.0001) (1 -0.00015) = 0.00105 Step 5. Make necessary recommendations.
The list for the 20 experts' estimates by TH ERP is shown in Table 10 .
Human Error Assessment Reduction Technique (HEART) Analysis
H EART considers particular ergonomic or environmental factors that can negatively affect performance (William, 1985) . The procedures adopted in our study are:
Step 1. Assign nominal human error probability by classifying it according to whether it is a complex task, a routine task, and so on (e.g., assign 0.16 to a complex task requiring a high level of comprehension and skill). The type of task is classified as Task G because the task requires a completely familiar, well-designed, highly practiced, routine task occurring several times per hour, performed to the highest possible standards by a highly motivated, highly trained, and experienced person, 0.0004 0.00020 0.00020 0.00010 0.00015 0.00020 0.00125 4 0.0003 0.00015 0.00010 0.00010 0.00010 0.00010 0.00085 5 0.0004 0.00020 0.00015 0.00015 0.00010 0.00020 0.00120 6 0.0003 0.00010 0.00010 0.00010 0.00010 0.00020 0.00090 7 0.0005 0.00020 0.00020 0.00015 0.00010 0.00020 0.00135 8 0.0003 0.00010 0.00010 0.00010 0.00010 0.00010 0.00080 9 0.0004 0.00020 0.00015 0.00010 0.00010 0.00020 0.00115 10 0.0006 0.00030 0.00020 0.00020 0.00015 0.00030 0.00175 11 0.0004 0.00015 0.00010 0.00010 0.00010 0.00020 0.00105 12 0.0003 0.00010 0.00010 0.00010 0.00010 0.00010 0.00080 13 0.0004 0.00010 0.00010 0.00010 0.00010 0.00015 0.00095 14 0.0005 0.00020 0.00020 0.00015 0.00010 0.00020 0.00135 15 0.0003 0.00010 0.00010 0.00010 0.00010 0.00010 0.00080 16 0.0003 0.00015 0.00010 0.00010 0.00010 0.00015 0.00090 17 0.0004 0.00020 0.00015 0.00010 0.00010 0.00015 0.00110 18 0.0005 0.00020 0.00020 0.00015 0.00010 0.00020 0.00135 19 0.0006 0.00030 0.00020 0.00020 0.00015 0.00020 0.00165 20 0.0004 0.00100 0.00010 0.00010 0.00010 0.00015 0.00095
Note. THERP = Technique fo r Human Error Rate Prediction.
totally aware of the implications of failure, with time to correct potential error, but without the benefit of significant job aids. Therefore, the assigned nominal human reliability is 0.0004. Step 2. Identify Error Producing Conditions (EPCs; e.g., a shortage of time available for error detection and correction), which are evident in the scenario and would negatively influence human performance (Table 11) . Step 3. Assess the proportion of the effect of each EPC on a scale of 0 to 1. We take misunderstanding (listening) as an example (Table 12 ).
Step 4. Calculate the assessed effect of each EPC (Table 13 ).
Step 5. Calculate the assessed nominal likelihood of failure. The nominal likelihood of failure (estimated HEP) is 0.0004 * 4 * 1.9 * 1.6 * 1.8 * 1.08 * 2.8 = 0.0026475
Step 6. Calculate the relative contribution made by each EPC to the amount of unreliability.
Step 7. Modify if necessary. Table 14 shows the estimated HEP for other reasons of human errors. 
Comparison of Three Selected Techniques
The criteria of accuracy and consistency are used to compare three selected techniques (Embrey & Kirwan, 1983; Kirwan, 1988 Kirwan, ,1992 . The comparison standard for accuracy is based on the latest 2-year average error rate for each category. The mean, standard deviation, and the upper and lower bounds (99% confi dence limits) for the monthly error rate were calculated (Table 15 ). A simple regression analysis is conducted to investigate the relationship of the estimated HEPs of SLIM, THERP, HEART, and the actual error rate in the two companies. The results show that TH ERP and SLIM were more accurate (r = 0.99875 and r = 0.99465, respectively) than HEART (r = 0.27923). In the comparison of previous research (Embrey & Kirwan, 1983; Kirwan, 1988) , three of the techniques have been classified as "m oderate" in accuracy; no ranking of each technique has been made. Table 16 shows the mean and the standard deviation for the estimated HEPs. Because smaller deviation means more consistency, it can be concluded that TH ERP was more consistent, HEART was the least consistent, and SLIM was in between. When the calculation of HEART was reviewed, it was found that the nominal probability (0.0004) was not small enough. Thus, the estimated human error rates were enlarged by the nominal probability, and the standard deviation of HEART was bigger. HEART was always criticized for its nominal probability and the other coefficients in the technique (Humphreys, 1986) ; this comparison result provides additional evidence. 
SUGGESTED WAYS TO COPE WITH THE STRESS A ND HUM AN ERROR PROBLEMS

Human Error Preventive Techniques
The first step toward reducing human error is to identify its causes correctly. All too often, operators are blamed for making errors, producing defects, and initiating accidents. In fact, the poorly designed work situation itself is error inducing. Usually an ergonomist improves the circumstances and reduces operator errors. Typically, an ergonomist or a system safety engineer examines the situation to identify error-likely conditions. When potential ergonomic problems are identified, the ergonomist can assess the impact on errors and recommend design changes. The changes may involve modifi cations of equipment design, work methods, operation procedures, job aids, performance feedback, layout, environmental conditions, and so forth. Swain (1973) presented a program called the Error Cause Removal (ECR) program. The principles are as follows (Miller & Swain, 1986 ): 4. Human engineers and other specialists evaluate the proposed design alternatives in terms of worth and cost, and select the best of these or develop alternate solutions. 5. Management implements the best design solutions and recognizes the efforts of the ECR team members. 6. Aided by continuing input from the ECR program, human engineers and other specialists evaluate the changes in the production process.
When the work situation is satisfactory and the tasks are reasonable, but the operator still makes frequent errors, poor performance may be due to individual factors such as inadequate skills, deficient vision, poor attitude, and so forth. Another important way to cope with human error is to reduce its impact. There are several ways of reducing human error impact on the system (Miller & Swain, 1986 ):
1. Prevention by hardware or software changes by using interlock devices to prevent error. 2. Increase system tolerance by making the system hardware and software more flexible or self-correcting to allow greater variability in operator input, which will achieve the in tended goal. 3. Enhance error recovery by enhancing detection and the correction of errors by means of increasing feedback, checking procedures, supervision, and automatic monitoring of per formance. 4. Reduce error at source by improving procedures, training, interface, or equipment design.
Employee Assistance Programs
The genesis of the Employee Assistance Program (EAP) is typically found in the industrial alcoholism programs that emerged in the 1940s (Shain, as cited in Ivancerich, 1986) . The Broad Brush programs (Muldoon & Berdie, as cited in Ivancerich, 1986) do not restrict themselves to providing assistance only to employees with alcohol or drug problems. Rather, they offer services to help employees deal with a variety of emotional problems (anxiety, depression, job burnout). According to two Opinion Research Corporation surveys, the number of Fortune 500 companies with EAPs had increased from 25% in 1972 to almost 60% 10 years later.
For an internal program, costs typically include salary, equipment, the space the program utilizes, and cost associated with program publicity. Muldoon and Berdie (as cited in Ivancerich, 1986) estimated the yearly costs would be around $50,000. Direct benefits are associated with improved performance and decreased medical and health care costs, fewer and lower disability payments, reductions in accidents, fewer quality-control problems, and less sabotage, absenteeism, and turnover. Pelletier (as cited in Ivancerich, 1986) reported a threeto-one return on dollars invested in a General Motors division; Willatt as cited in Ivancerich, 1986 reported that the U.S Postal Service received $5 for every $1 invested.
CONCLUSIONS
Statements by Dhillon and Swain have indicated that stress impairs performance (Hagenis, 1976; Miller & Swain, 1986; Park, 1987; Rasmussen, Duncan, & LePlat, 1987) . On the basis of the fish bone diagram analysis, we roughly knew stress appeared as related to every error-af fecting reason category. Furthermore, the UTC-PAB performance analysis can determine if stress exists in the workplace. Forty participants with similar work experience and educational backgrounds were picked to take part in this experiment. The performance of over 70% of the participants deteriorated after 4 hours of work. After comparing the participants' test reaction times with the mean reaction time of three stress levels, it was concluded that this work is a high-stress task.
Comparing the three selected methods of estimating values with the monthly error rate in the last 2 years, SLIM and THERP are closer to the average monthly error rate. In other words, SLIM and TH ERP are more accurate. For consistency, the standard deviations of the estimated HEPs were compared. It was concluded that SLIM and TH ERP were also more consistent. Additionally, a SLIM model, log (HEP) = -2.41 * SLI + 2.458, for this practical problem in these two companies was also obtained. The HEPs predicted by this model are slightly higher than the actual values. If the stress level is changed, it is merely necessary to substitute the SLI with the new value (from the experts' judgments) in order to obtain a new HEP. Future work will include further investigations of more samples from other security companies to obtain a model for all security companies. For HEART, the future development should focus on achieving a higher degree of interassessor consistency. For SLIM, it will require a more robust calibration procedure to make the HEPs generated at least as valid as the scale values would appear to be. The ways to cope with stress and human error problems were summarized. The two participating companies are following the suggested procedures of human error preven tive techniques and EAPs in order to prevent human error, remove stress from the work environment, and reduce the impact of errors. Progress is satisfactory.
